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Joint Committee on Human Rights

The Joint Committee on Human Rights is appointed by the House of Lords and
the House of Commons to consider matters relating to human rights in the
United Kingdom (but excluding consideration of individual cases); proposals for
remedial orders, draft remedial orders and remedial orders.

The Joint Committee has a maximum of six Members appointed by each House,
of whom the quorum for any formal proceedings is two from each House.

Current membership

HOUSE OF LORDS HOUSE OF COMMONS

Lord Bowness John Austin MP (Labour, Erith & Thamesmead)

Lord Dubs Mr Douglas Carswell MP (Conservative, Harwich)

Lord Lester of Herne Hill Mr Andrew Dismore MP (Labour, Hendon) (Chairman)
Lord Morris of Handsworth OJ Dr Evan Harris MP (Liberal Democrat, Oxford West &
The Earl of Onslow Abingdon)

Baroness Stern Virendra Sharma MP (Labour, Ealing, Southall)

Mr Richard Shepherd MP (Conservative, Aldridge-Brownhills)

Powers

The Committee has the power to require the submission of written evidence and
documents, to examine witnesses, to meet at any time (except when Parliament
is prorogued or dissolved), to adjourn from place to place, to appoint specialist
advisers, and to make Reports to both Houses. The Lords Committee has power
to agree with the Commons in the appointment of a Chairman.

Publications

The Reports and evidence of the Joint Committee are published by The
Stationery Office by Order of the two Houses. All publications of the Committee
(including press notices) are on the internet at
www.parliament.uk/commons/selcom/hrhome.htm.

Current Staff

The current staff of the Committee are: Mark Egan (Commons Clerk), Bill Sinton
(Lords Clerk), Murray Hunt (Legal Adviser), Angela Patrick and Joanne Sawyer
(Committee Specialists), Jackie Recardo (Committee Assistant), Karen Barrett
(Committee Secretary) and Sharon Still (Senior Office Clerk).

Contacts

All correspondence should be addressed to The Clerk of the Joint Committee on
Human Rights, Committee Office, House of Commons, 7 Millbank, London SW1P
3JA. The telephone number for general inquiries is: 020 7219 2467; the
Committee’s e-mail address is jchr@parliament.uk
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Summary

A number of major lapses in the protection of data for which the Government is responsible
have come to light in recent months. Personal data must be handled in accordance with the
Data Protection Act (DPA). The Human Rights Act (HRA) safeguards the right to respect
for personal information. Lapses in data protection may contravene the HRA. The
Committee has repeatedly expressed concerns - mostly rejected by the Government - about
the adequacy of safeguards on the sharing of personal information in specific bills.
Government-initiated reviews of the legislative framework are now under way. In this
report, the Committee highlights the importance of data protection as a human rights issue
(paragraphs 1-7).

The Committee agrees with the Information Commissioner that data sharing is not, in
human rights terms, objectionable in itself. But it inevitably raises human rights concerns.
Government must show that any proposal for data sharing is justifiable and proportionate
and that appropriate safeguards are in place (paragraphs 8-14).

The Government’s response to the Committee’s recommendations for the inclusion of data
protection safeguards in primary legislation has generally been to suggest that the provisions
of the DPA and the HRA are sufficient. The Committee fundamentally disagrees with the
Government’s approach of including very broad enabling provisions in primary legislation
and leaving data protection safeguards to secondary legislation. Mere compliance with the
HRA and DPA is not enough. Setting out the purposes of data sharing and the limitations of
data sharing powers in primary legislation would give a clear message to public sector staff
about data protection (paragraphs 15-21).

The Committee was surprised that the Minister of State at the Ministry of Justice, who has
departmental responsibility for data protection, had no foreknowledge of the Chancellor of
the Exchequer’s announcement on the loss of child benefit data. The Committee
recommends that the Minister’s role should be enhanced and that he should champion best
practice in Government and ensure that lessons are learnt from data protection breaches
(paragraphs 22-26).

In the Committee’s view, recent lapses in data protection are not unfortunate “one-off”
events but are symptomatic of the Government’s failure to take safeguards sufficiently
seriously. There is insufficient respect in the public sector for the right to respect for
personal data. Human rights are far from being a mainstream consideration in Government
departments. The Committee has seen no evidence that departmental human rights
champions have made any impact. It recommends that, in its responses to the reviews under
way, the Government should state how it proposes to ensure that a culture of respect for
personal data is fostered throughout Government (paragraphs 27-35).

The Committee sees the Information Commissioner as an important defender of human
rights in relation to data protection. It supports proposals to enhance the Commissioner’s
powers and resources and his initiative for privacy impact assessments at an early stage of
Government projects (paragraphs 36-40).

The Committee has expressed concern before about treatment of personal information as
part of the National Identity Register. Recent breaches in data protection do not encourage



4 Data Protection and Human Rights

confidence about the security of data collected for it (paragraphs 41-46).

The Committee regrets that it has taken the loss of personal data affecting 25 million people
for the Government to take data protection seriously. Once reviews of data protection
legislation and practice have been completed, it expects the Government to take action to
foster a positive culture for the protection of personal data by public sector bodies
(paragraphs 41-46).
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1 Introduction

1. On 20 November 2007, the Chancellor of the Exchequer revealed in Parliament that HM
Revenue and Customs had lost personal data, including bank account details, relating to
families in receipt of child benefit, affecting around 25 million people in total.'! Disks
containing the information had been sent by courier to the National Audit Office on 18
October 2007, in response to a routine audit request. Far more information had been sent
than had been requested and, although the information the disks contained was password-
protected, the disks were not sent by registered or recorded delivery. The disks have not
been found.

2. Since the Chancellor’s statement in November a number of other major lapses in data
protection for which the Government is responsible have come to light, including:

o The disappearance from a ‘secure facility’ in lowa managed by a contractor to the
Driving Standards Agency of a hard drive containing records of more than 3
million candidates for the driving theory test;*

o The loss of two disks in transit from the Driver and Vehicle Agency in Northern
Ireland to the Driver and Vehicle Licensing Agency in Swansea, containing the
unencrypted details of 7,500 vehicles and the names and addresses of their owners;’

o The theft of a Ministry of Defence laptop containing personal information relating
to around 600,000 people, most of whom had expressed an interest in joining the
Royal Navy, Royal Marines or the Royal Air Force.*

The Information Commissioner referred to “34 incidents that have been reported to us in
the last 12 months”.?

3. The Data Protection Act 1998 sets out a number of principles to guide the collection,
processing and use of personal data by both public and private sector organisations.
Responsibility for promoting and enforcing the Data Protection Act and the Freedom of
Information Act 2000 rests with the Information Commissioner’s Office. Speaking on
Radio 4, on 21 November, Richard Thomas, the Information Commissioner, described the
loss of child benefit data as “shocking” and “almost certain” to be in breach of the Data
Protection Act.

4. The Human Rights Act safeguards the right to respect for private life, including the right
to respect for personal information, under Article 8 of the European Convention on
Human Rights (ECHR). Lapses in data protection by public sector bodies may also
contravene the Human Rights Act. In our legislative scrutiny work we consider every
Government bill introduced into Parliament and in recent years we have noticed a marked
increase in the number of provisions in Government bills which authorise the sharing of

"HC Deb, 20 Nov 07, cc1101-04.

2 HC Deb, 17 Dec 07, cc624-26.

3 HC Deb, 17 Dec 07, cc624-26 and BBC News Online, 11 Dec 07.
4HC Deb, 21 Jan 08, cc1225-27.
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Bill Report

Issue raised by JCHR

Government response (if
any)

Children 2003-04, 12,

19&11

Lack of detail in Bill and Explanatory
Notes about how provisions relating to
databases complied with Article 8 ECHR.

Serious Organised 2004-05, 4™,
Crime and Police 8th

Concern about the breadth of provisions
for information gathering, use, storage
and dissemination. Proposal to set out
details in Codes of Practice inadequate.

Further safeguards in
primary legislation otiose.

Commissioners for 2004-05, 6™, Inadequacy of safeguards relating to Would be administrative
Revenue and Customs | 13% HMRC information sharing powers. safeguards.
Gambling 2004-05, 7 Safeguards relating to information -
sharing powers not on the face of the Bill.
Education 2004-05, 12t Lack of detail in enabling provisions for -
collection of data on teachers and support
staff.
Identity Cards 2005-06, 1%, See paragraphs 41-46 below. -
2004-05, 5%,
8&11
Immigration, Asylum | 2005-06, 5%, Key safeguards absent from the Bill. Inclusion of safeguards in
and Nationality 11" Code of Practice will provide
greater level of detail than is
possible in primary
legislation and will be more
flexible.
Electoral 2005-06, Provision for disclosure of information -
Administration 11t relating to administration of elections
and prevention of fraud considerably
wider and more intrusive of privacy
rights than envisaged by the Government.
Safeguarding 2005-06, 25%, | Information sharing provisions may, in Remit of ‘Independent
Vulnerable Groups 31 practice, seriously impact on the private Monitor’ not to be extended
lives of individuals working with children | to cover dissemination of
or vulnerable adults. Guidance should good practice and guidance
address this and point out requirements on information sharing.
of Data Protection Act.
Welfare Reform 2006-07, 2™, Bill should be amended to limit purposes | Recommendation accepted.
11t for which information may be used; not
possible to assess whether regulation
making powers in this area are compliant
with Article 8 ECHR.
Offender Management | 2006-07, 3 Bill should be amended to restrict -

information disclosure to occasions
where it is necessary, not merely
expedient.
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Conclusions and recommendations

1. We agree that data sharing is not, in human rights terms, objectionable in itself.
Indeed, the sharing of personal data may sometimes be positively required in order
to discharge the State’s duty to take steps to protect certain human rights, such as the
right to life, and it is also in principle capable of being justified by sufficiently weighty
public interest considerations. However, the sharing of personal data will inevitably
raise human rights concerns, and the more sensitive the information the stronger
those concerns will be. Government must show that any proposal for data sharing is
both justifiable and proportionate, and that appropriate safeguards are in place to
ensure that personal data is not disclosed arbitrarily but only in circumstances where
it is proportionate to do so. (Paragraph 14)

2. We fundamentally disagree with the Government’s approach to data sharing
legislation, which is to include very broad enabling provisions in primary legislation
and to leave the data protection safeguards to be set out later in secondary legislation.
Where there is a demonstrable need to legislate to permit data sharing between
public sector bodies, or between public and private sector bodies, the Government’s
intentions should be set out clearly in primary legislation. This would enable
Parliament to scrutinise the Government’s proposals more effectively and, bearing in
mind that secondary legislation cannot usually be amended, would increase the
opportunity for Parliament to hold the executive to account. (Paragraph 20)

3. The attention paid to human rights, outside of the legal department, is likely to be
very scant if the concept is regarded solely in terms of compliance with the Human
Rights Act. In our view, the same is true of data protection and the Data Protection
Act. Setting out the purposes of data sharing and the limitations on data sharing
powers in primary legislation would give a clear indication to the staff utilising such
powers of the significance of data protection. (Paragraph 21)

4.  Having heard the Minister’'s comments, we are concerned that the role of data
protection minister is far too limited, being related exclusively to the maintenance of
the legislative framework for data protection. It is clearly sensible to require
Government departments to take responsibility themselves for abiding by the Data
Protection Act, but we would expect there to be a degree of inter-departmental co-
ordination to share best practice and help deal with the fall-out from significant
breaches of data protection by departments. We heard no evidence that any co-
ordinating activity of this sort is currently carried out: if it is, then the data protection
minister is not involved. (Paragraph 25)

5.  We recommend that the role of data protection minister should be enhanced. In
addition to overseeing the data protection legislation, the data protection minister
should have a high-profile role within Government, championing best practice in
data protection and ensuring that lessons are learnt from breaches of data protection.
(Paragraph 26)

6.  Recent breaches in data protection appear mostly to have resulted from human error
and procedural lapses rather than technological problems. However, it would be
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10.

11.

12.

13.

wrong to see these errors and lapses as unfortunate “one-off” events. In our view they
are symptomatic of the Government’s persistent failure to take data protection
safeguards sufficiently seriously by defining data sharing powers more tightly in
primary legislation and including detailed safeguards against arbitrary or unjustified
disclosure. The rapid increase in the amount of data sharing has not been
accompanied by a sufficiently strong commitment to the need for safeguards. The
fundamental problem is a cultural one: there is insufficient respect for the right to
respect for personal data in the public sector. (Paragraph 27)

We are surprised, and disappointed, to find that senior public officials need to be
reminded of the main principles of the Data Protection Act. (Paragraph 28)

It is clear to us from a great deal of our work, and in particular recently our inquiries
into human rights of older people in healthcare and adults with learning disabilities,
as well as from this inquiry, that human rights are far from being a mainstream
consideration in Government departments. The Minister has identified the cultural
barrier to ensuring that personal data is adequately protected by the staft who handle
it, but much more needs to be done to tackle this problem successfully. We have so
far seen no evidence that the human rights champions in departments have made
any impact, particularly in relation to front line staff. We will continue to scrutinise
their work carefully. (Paragraph 34)

We await the outcomes of the various reviews of data protection with interest. We
expect the Government to keep us informed about its proposals for reform in this
area. We recommend that, in its responses to the reviews, the Government should
acknowledge the close connection between data protection and human rights; and
explain how it proposes to ensure that a culture of respect for personal data is
fostered throughout Government. (Paragraph 35)

We see the Information Commissioner as an important defender of human rights in
relation to data protection and freedom of information. His office should be
regarded as an important part of the national human rights machinery. We support
proposals to enhance the Commissioner’s powers and the resources at his disposal to
ensure that he can discharge his responsibilities more effectively. (Paragraph 39)

We support initiatives to ensure that data protection issues are dealt with at an early
stage in the planning of Government projects, including legislative proposals. We
intend to scrutinise how privacy impact assessments are used in practice. (Paragraph
40)

Recent breaches in data protection by Government departments do not encourage us
to feel confident about the security of data collected as part of the National Identity
Register project. We intend to take a close interest in the Government’s detailed
proposals for the National Identity Register as and when they emerge. (Paragraph
47)

We regret that it has taken the loss of personal data affecting 25 million people - a
“train crash”, in the words of the Information Commissioner - for the Government
to take data protection seriously. Data protection is a human rights issue and should
not be treated as a fringe concern, a matter for rarely-consulted policy documents
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and procedures which are all too easily ignored. The recent data protection breaches
have revealed the complacency of the Government’s repeated refusal to accept our
recommendations that more detailed limits and safeguards be included in
Government bills which authorise the sharing of personal data. The problem is
symptomatic of a deeper problem to which we have drawn attention in recent
reports and on which we recently commented in our annual Report on our work for
2007: the failure to root human rights in the mainstream of departmental decision-
making. (Paragraph 49)

We note that the Government has launched a number of reviews of data protection
legislation and practice. Once those reviews have been completed, we expect the
Government to take action to foster a positive culture for the protection of personal
data by public sector bodies. This will enable the Government to reap the benefits of
data sharing, where it is considered desirable, without calling into question the right
of ordinary people for respect for their personal lives. (Paragraph 50)
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Formal Minutes

Tuesday 4 March 2008

Members present:

Mr Andrew Dismore MP, in the Chair

Baroness Stern Mr Virendra Sharma MP
Lord Morris of Handsworth

S0

Draft Report [Data Protection and Human Rights], proposed by the Chairman, brought up
and read.

Ordered, That the draft Report be read a second time, paragraph by paragraph.
Paragraphs 1 to 50 read and agreed to.

Summary read and agreed to.

Several Papers were ordered to be appended to the Report.

Resolved, That the Report be the Fourteenth Report of the Committee to each House.

Ordered, That the Chairman make the Report to the House of Commons and that
Baroness Stern make the Report to the House of Lords.

Ordered, That embargoed copies of the Report be made available, in accordance with the
provisions of Standing Order No. 134.

0%

[Adjourned till Monday 10 March at 8.45am.
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